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Performance Evaluation of Discrete Wavelet
Transform for compression of encrypted color
Images

Hina Shakir, S Talha Ahsan, Haroon Rasheed

Abstract— With the invasion of multimedia content over public networks and its subsequent confidentiality aspect, images are often
required to be secured via encryption. The encrypted images can later be subjected to compression to utilize the available bandwidth
efficiently. This research paper presents the performance evaluation of discrete wavelet transform when used for compression of encrypted
color images. The test images are first encrypted with stream cipher RC4 and then compressed using wavelets including db1, db2, sym1,
sym2, coifl, coif2 and biorl.5 with various compression rates. These encoded images are transmitted. On the receiving end; they are first
decompressed and then decrypted. It is found that the wavelets coded encrypted images perform well for bit rates of 2 bits per pixel and
above, with Peak Signal to Noise Ratio (PSNR) greater than 39 dB and Mean Square Error less than 6.9. The PSNR of encrypted images
is compared with the PSNR of unencrypted images subjected to the same wavelets based compression and decompression process. The
PSNR of unencrypted images is found to be typically 40 to 45 dB and at maximum 270 dB larger than that of encrypted images. The
results of this study will be useful in compression of encrypted color images.

Index Terms— Image compression, wavelet, image encryption, stream cipher, PSNR, DWT, MSE

1 INTRODUCTION

Information including images often experiences security
threats on public networks from unauthorized users. One
method to obscure images for security purposes is to apply
encryption on them [1]. These encrypted images are often re-
quired to be compressed before transmission by the end user
in order to efficiently utilize the channel bandwidth and to
improve transmission data rates. Johnson et al. [2] showed
that significant compression of the data can be achieved after
encryption when based on the theory of source coding with
side information. This research paper presents the perfor-
mance evaluation of discrete wavelet transform (DWT) based
lossy compression, of fully encrypted color images.

Stream cipher RC4 which is a fast encryption algorithm with
reasonable security [3] is employed to encrypt the images. The
efficiency of DWT based compression for encrypted images
has been assessed in terms of Peak Signal Noise to Ratio
(PSNR) and Mean Square Error (MSE). For comparison pur-
pose, DWT based compression is also applied on unencrypted
images. The framework for this testing of different wavelets is
shown in Fig. 1.
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Fig. 1. Framework for testing of wavelets

Previous research work carried out in the area of lossy com-
pression of encrypted images has demonstrated performance
of various compression techniques on encrypted gray-scale
images [4] - [8]. However, DWT coding has only been used by
[9] and [10] where Al-Maadeed et al. in [9] used DWT for the
compression of chaos based encrypted gray scale images
which were readily coded in the gif and jpg image formats. A.
Gaurijala et al. in [10] applied wavelets via JPEG2000 standard
on pre/post filtered Lena gray scale image. Research study in
[9] and [10] motivated us to test DWT coding on color images
without any prior coding unlike the previous studies done in
this area. Hence, the authors hereby propose DWT coding on
RC4 based encrypted color images and evaluate the efficiency
of the framework for wavelets including dbl, db2, syml,
sym?2, coifl, coif2 and bior1.5.
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2 BACKGROUND

This section briefly discusses the encryption technique, wave-
let transform and wavelet based compression employed for
the research work.

2.1 Encryption Technique

The chosen RC4 algorithm is a symmetric algorithm that
consists of key initialization, key bytes generation and encryp-
tion. The input key is passed first through key initialization
algorithm and then through pseudo-random key stream gen-
eration algorithm to produce stream of key bytes. The exclu-
sive-OR (XOR) logical operation is performed on the resultant
key bytes and image data bytes to obtain the encrypted image.
The algorithms of key initialization and pseudo-random key
stream generation are given in Fig. 2 and Fig. 3 respectively.

Initialization:
Fori=0to2"-1
S[]=1
i=0
Scrambling:
Fori=0t02"-1
j=j+ S[i] + K[imodI ]
Swap(S[il.S[D)

Fig. 1. Key Initialization

Initialization:
i=0
i=0
Genenration Loop:
i=i+l
j=i+ Sl
Swap(S[i] .S[D)
Output z = S[ S[i] + S[4] ]

Fig. 3. Pseudo-random key stream generation

2.2 Wavelet Function and DWT

The wavelets selected for this research study are dbl, db2
from Daubechies family; syml, sym2 from Symlet family;
coifl, coif2 from Coiflet family and biorl.5 from Biorthogonal
family of wavelets. A family of wavelets can be represented
using translation and dilation on mother wavelet i of the
wavelet family by following equation [12]:

434

The mother wavelet 1r is the prototype basis function and
has a scaling or dilation factor a, and translation factor b,
whose values can be varied to produce other wavelets in the
family. Wavelet transformation represents any arbitrary func-
tion f(x) into a sum wa,b of basis functions.

Wavelets can be realized with the help of iteration of digi-
tal filters along with rescaling. Filtering operation determines
the resolution of the signal or image while down sampling
and up sampling of the digital image determines the scaling of
the signal. Successive low pass and high pass analysis filters
banks are used to compute the DWT of a discrete time-domain
signal. At every level, high pass filter produces the detail in-
formation and low pass filter produces the approximation
details of the image [13]. Therefore the image is decomposed
into its detail component and approximation component. The
approximation component is further recursively decomposed
into detail component and approximation component. This
practice enables to adapt relevant image resolution required
for a particular application.

Fig. 4 shows two-level wavelet decomposition of an image.
At sending end, the first half band filter with impulse re-
sponse h[n], passes half band of the frequencies with highest
frequencies of the image which is then downsampled by a
factor of 2. The output is the image detail information d[n].
The second half band filter with impulse response g[n], allows
half of the frequency band with low frequencies which is then
down sampled by a factor of 2. This process produces coarse
approximation component a[n] of image. a[n] is subsequently
subjected to successive high pass and low pass filters to pro-
duce detail component and approximation component respec-
tively.

[
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Fig. 2. Two-level wavelet decomposition tree

DWT of a signal #[n] can be mathematically expressed in
terms of detail coefficient d[n] and approximation coefficient
a[n] with the help of following equations:

d[n] =i, x[kl. h2n — k] @
aln] =i x[kl.g[2n — k] ®

Uap(D) == (ﬂ) (1) By concatenating all the coefficients of d[n] and a[n], DWT of
' Va a the original image is obtained. The reconstruction of the image
using wavelets coefficients is demonstrated in Fig. 5.
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Fig. 3. Two-level wavelet reconstruction tree

While wavelets realize the detail information of the image,
the approximation information of the image can be obtained
with a scaling function @(t) which is a dual of mother wavelet
which must satisfy the following equation [14]:

B(H) =V2 Tpez h[n]B(2t — n) @)

The wavelets can also be represented in terms of sum of

translated scaling function ys(t) [14]:

W(t) =V2 Znezg[n]B(2t—n) ©)

2.3 DWT based image compression

Wavelet based compression takes place in three steps. In the
first step, the image is decomposed into its wavelet coeffi-
cients. These coefficients are quantized and then encoded us-
ing an entropy encoding and/or run length encoding scheme
as shown in Fig. 6(a) [16].Wavelet based decompression fol-

lows the reverse process to obtain the output image and is
demonstrated in Fig. 6 (b) [15].

Input imagegb{ DWT H Quantization P&

Inverse
DWT

Encoding }—b Compressed image

[+— Dequantization #— Decoding #—— Compressed image

Output image «—

Fig. 6. Wavelet based compression and decompression

After decomposing the image into its wavelet coefficients,
soft or hard thresholding can be applied on either of detail and
approximation components or only on detail components.
Thresholding as a part of quantization enables lossy compres-
sion of the image [16]. In hard thresholding, all the wavelet
coefficients of image which are equal to or less than the
thresholding value A are set to zero. On the other hand, in soft
thresholding, wavelet coefficients less than the thresholding
value A are equated to zero. The thresholded coefficients are
then quantized and encoded. For decompression; encoded
wavelet coefficients of the image are decoded and processed
through inverse wavelet transform at the receiver end to ob-
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tain the output image. The two types of thresholding tech-
niques are mathematically expressed by Eq. (7) and Eq. (8)
[14].

0 if|x|< A

Tsoft(x) = {x + A if x> A )
x+ AN if x <-=A
0 if |x]l <2

Thard(x) = {x if 1x] > A 8)

where M is the thresholding value which is a positive real
number and x is the coefficient value of the image matrix X.

2.4 Experimental setup

The performance of different wavelets on RC4 encrypted
color images is evaluated with the help of a Matlab (version
2012) based program that was run on a computer with 64 bit
CPU. The experimental setup is outlined in Fig. 7 and has been
tested on six 2-D test images which are shown in Table 1.

Image encryption  |———">| Image compression

Image
decompression

K—

Image decryption

Fig. 7. Experimental setup for testing of wavelets

TABLE 1
TEST IMAGES

Peppers

Beans

The size of test images is 256 x 256 with bit depth equal to
24. A 64 bit key with decimal value of 232 102 6 32 114 56 78
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200 is used as the input key for encryption. With the help of
key generation algorithms outlined in previous section, a key
of length 65536 bytes is generated which ensures sufficient
security. The key is stored in a matrix of dimensions 256 x 256
bytes whereas the test images are stored in arrays of dimen-
sions 256 x 256 x 3 bytes. Encrypted images are produced by
subsequently XORing the key bytes with the arrays of the test
images data using RC4 algorithm.

The encrypted test images are then subjected to 2-D two-
level wavelet based compression to achieve compression rates
ranging from 0.5 bits per pixel (bpp) to 7.5 bpp (Compression
rate in bpp is a measure of calculating the number of bits used
to store the information of 1 pixel in the image). Hard thresh-
old along with quantization is implemented within
compression process to achieve the desired compression rates.
Tested wavelets include dbl, db2, biorl.5, syml, sym2, coifl,
and coif2. Same test images are also subjected to only wavelet
based compression for a comparative analysis.

3 RESULTS AND DISCUSSION

3.1 Performance of encryption algorithm RC4

The test images after RC4 encryption exhibit unavailability
of perceptual and statistical information of pixels and ensure
image confidentiality. Complete process of encoding the Man-
drill test image at sending end and decoding the image at re-
ceiving end is illustrated in Fig. 8 for sym2 wavelet. The origi-
nal image is shown in Fig. 8 (a) and the encrypted image is
shown in Fig. 8 (b).

® @

Fig. 4. Performance of sym2 wavelet on encrypted image at 1 bpp

3.2 Performance of wavelets for encrypted images

The encrypted images are compressed in the encoder at var-
ious compression rates and transmitted through wireless me-
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dium as shown in Fig. 8(c). At receiving end, the images are
decompressed at the same rates as given in Fig. 8 (d) and then
decrypted to retrieve the original images as given in Fig. 8(e).

The quality of the output color images are measured by
computing Peak Signal to Noise Ratio (PSNR) and Mean
Square Error (MSE) of the output image. MSE is defined as:

N ey -Tay)]

MSE = 3X MXN

©)

where M and N are the dimensions of the image and I(x,y)
and I'(x,y) are the image information of original image and
the output image for pixel (x,y) respectively. The PSNR is giv-
en by:

2552

PSNR(dB) = 10 x log[ ~=—]

(10)

The PSNR values of test images for chosen wavelets are
plotted against various compression rates and are shown in
Fig. 9(a), 9(b), 9(c), 9(d),9(e) and 9(f) respectively. It is evident
from the plotted charts that PSNR of the decrypted images is
approximately 40 dB and greater, for compression rates larger
than 2 bpp. Since PSNR of 40 dB and higher is considered to
produce image that is visually acceptable [17] with the noise in
the image not being detectable by naked eye, these wavelets
show good performance on encrypted images for high com-
pression rates i.e. low compression ratios. After an initial rapid
increase, the PSNR increases linearly between 2 bpp and 5.5
bpp but slows down for higher values of bpp as shown for test
images in Fig. 9(a), 9(b), 9(c),9(d),9(e) and 9(f).
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Fig. 5. PSNR of wavelet coded encrypted images

For compression rates of 4 bpp onwards, the performance of
wavelets slightly varies from each other. For example at 5.5
bpp, coif2 performs better than the remaining wavelets for
Lena image, coifl shows better results for House image and
sym2 exhibits higher PSNR than others in case of Beans image.
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For a comparative analysis, the PSNR of unencrypted imag-
es is also calculated for various wavelets with compression
rates ranging between 0.5 bpp to 7.5 bpp and is plotted in Fig.
10 for the test images. Comparison of the plotted charts for
wavelet coded images encrypted images with wavelet coded
unencrypted images demonstrates that PSNR of unencrypted
images is far greater than PSNR of encrypted images for all
compression rates and for every wavelet. In fact PSNR of 320
dB for some test images show lossless compression. In particu-
lar, dbl and sym1 outperformed other wavelets when applied
on unencrypted images.
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Fig. 6. PSNR of wavelet coded unencrypted images

Comparison of the plotted charts for wavelet coded images
encrypted images with wavelet coded unencrypted images
demonstrates that PSNR of unencrypted images is far greater
than PSNR of encrypted images for all compression rates and
for every wavelet. In particular, dbl and sym1 outperformed
other wavelets when applied on unencrypted images.

The analysis using PSNR is substantiated with MSE of
wavelet coded encrypted images plotted for various compres-
sion rates. The plotted charts for Mandrill, Peppers, Lena,
Beans, House and Tree test images in Fig. 11(a), 11(b), 11(c)
,11(d),11(e),11(f) respectively show error in the images for
lower compression rates; however the errors are almost negli-
gible for compression rates higher than 2 bpp.
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Fig. 11. MSE of wavelet coded encrypted images

Visual output of applying coifl wavelet on both unencrypt-
ed and encrypted Mandrill image is shown in Fig. 12. Fig.
12(a), (a), (c), (e), (8), (i), (k) are the output images coded at 1
bpp without encryption whereas Fig. (b), (d), (f), (h), (), ()
show the same images coded at 1 bpp with encryption.

le] o Mhy
Fig. 7. Comparison of coif1-coded output images at 1 bpp

Therefore wavelets’ performance on encrypted images is
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found to be satisfactory for compression rates higher than 2
bpp as PSNR > 39 dB but their overall performance in terms
of PSNR is not as well as it is for the unencrypted color imag-
es for due to data scrambling in case of encryption.

4 CONCLUSION

It is found that applying dbl, db2, biorl.5, syml, sym2, coifl
and coif2 wavelets on fully encrypted color images showed
considerable compression for low compression ratios, as evi-
dent from the resulting high PSNR (greater than 39 dB) and
low MSE (less than 6.9) values, for the compression rates of 2
bpp and above. The PSNR of unencrypted images is also cal-
culated for the said wavelets to perform a comparative analy-
sis with the encrypted images. The performance of these
wavelets viz-a-viz PSNR of image is found to be much better
when applied directly on the unencrypted color images, as the
PSNR was typically 40 to 45 dB and at maximum 270 dB larger
than that of encrypted images. These results imply that en-
crypted images lose the spectral information which is needed
by wavelets for compression purpose. However, wavelet
based compression on encrypted color images still produces
images of good visual quality when used with compression
rates of 2 bpp and above, as observed in the experimental
findings.
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